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 The ever-changing “Landscape” of security

 12 Pillars - Layered Protection

 Q & A



© 2016 Cyber Solutions, LLC.



© 2016 Cyber Solutions, LLC.

 Attack Types

◦ Firewall penetration

◦ Trojan horse strategy

◦ More Ransomware!

 WannaCry, CryptoLocker, etc

 $1B industry in 2016
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• Brute-force attack
• Firewall vulnerabilities
• Insecure firewall ports (holes)
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TACTIC

Trick SMB into 

opening link or 

attachment

http://thetechguyblog.com/wp-
content/uploads/2012/08/Screen-Shot-2012-08-13-at-
7.37.58-AM.png
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Image: http://news.softpedia.com/news/CryptoWall-2-0-Delivered-Through-Malvertising-On-Yahoo-and-Other-Large-Sites-462970.shtml#sgal_0
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• Phone home to setup 
Command and Control

• Install keyloggers or 
ransomware

• Network enumeration - recon

Exploit Kit



© 2016 Cyber Solutions, LLC.

Source: krebsonsecurity.com
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Region 2015 Average Price per 
1,000 Infections

2015 Average Price per install

US $70 $0.07

Europe $105 $0.11

Asia $140 $0.14

Australia $140 $0.14

Data from Trend Micro Report: “Russian Underground 2.0” 
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IDC
November 2011

“Signature-based tools 
(antivirus, firewalls, and 
intrusion prevention) are only 
effective against 30–50% of 
current security threats.”
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1. Patching/Updates

2. Advanced Endpoint Security

3. Spam filtering

4. Firewall – perimeter protection

5. Shadow IT

6. Backup and Disaster Recovery

7. Monitoring

8. Authentication Methods and Password Management

9. Due diligence - Employee education and AUP

10. Encryption

11. Wireless Networks

12. Cyber Insurance
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 90% of infections could be prevented

 Windows/Office
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 Adobe, Java

 Ninite Pro subscription – www.ninite.com
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 Do not “set it and forget it”

 Use built-in Windows Updates

 Ninite Pro subscription for 3rd party apps
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 Signature-based vs. Cloud-based

 Don’t forget mobile devices!
◦ Both iOS devices Android devices

 Cloud-based malware protection/Content 
Filtering
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 What is DNS?

 Cloud-based malware protection

 Content filtering
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Example:  www.cybersolutions-web.com = 1.2.3.4

Step 2 – DNS 
resolves web 
address to 
numeric IP 
address

Step 1 - Browser 
does not know the IP 
address so it contacts 
DNS server

Step 3 – Browser uses IP 
address to contact web 
server and load web page

?
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Step 2 – DNS 
resolves web 
address to 
numeric IP 
address

Step 1 - Browser 
does not know the IP 
address so it contacts 
DNS server

Step 3 – Browser uses IP 
address to contact web 
server and load web page

?

Example:  www.cybersolutions-web.com = 1.2.3.4
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• Phone home to setup 
Command and Control

• Install keyloggers or 
ransomware

• Network enumeration - recon

Exploit Kit
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DNS Server Exploit Kit
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Prevent “Phoning home”

▪ Block “Exploit Kit” from getting malware

‒ Whether it’s ransomware, keyloggers, spam senders or DDoS bots

▪ Stop Spyware/Keyloggers from uploading data

▪ Prevent Ransomware from getting an Encryption Key

▪ Alert – and have team respond to alert
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DNS Server

www.socialmedia.com
www.inappropriate.com
www.infected.com
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 www.webroot.com

 www.opendns.com

http://www.webroot.com/
http://www.opendns.com/
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 Email provides an easy way to introduce 
malware

 Removes virus, malware, phishing and more

 Hosted filtering vs. Installed filtering
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Email is cleaned BEFORE it gets to the network
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 Built-in Outlook “Junk E-mail” is not great

 Consider additional cleaning thru 3rd party
◦ Either hosted or installed

 Hosted Email through Office 365 is very good
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• Packet filter vs. Next Gen
• Unified Threat Management

• Gateway A/V, IDS, VPN



© 2016 Cyber Solutions, LLC.

 Invest in a Business-Class firewall
◦ WatchGuard Firebox or Dell SonicWall

 Include UTM – typically a subscription

 Start with “Deny-All” then only open what is 
necessary
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Drop Box
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 Avoid uncontrolled file sync services

 Include proper file handling in AUP
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 Centralize data

 Select the right backup software

 Replicate to a remote location
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 Centralize data

Vs.



© 2016 Cyber Solutions, LLC.

 Select the right backup software

File-based backups Image-based backups

NAS
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 Replicate to a remote location

NAS
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 Hourly backups
◦ Protects against ransomware

 Consider bandwidth needs for replication
◦ Replicate at night if necessary

 Test restore!
◦ Even if just one file (but there are better ways)
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 “Set it and forget it” is not an option

 Regular Security Assessments

 Dark Web Research
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 Investing in tools to monitor is likely 
unrealistic

 It CAN be done manually

 Consider outsourcing
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 Two-Factor Authentication (2FA)
◦ Something you have PLUS something you know

 Fob or cell phone
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 You’ve heard it before, but are you listening?
◦ Strong passwords include:

 Upper-case

 Lower-case

 Special characters

 Numbers

 Don’t use the same password

 Password management tools
◦ LastPass – http://www.lastpass.com
◦ KeePass – http://www.keepass.info

http://www.lastpass.com/
http://www.keepass.info/
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 Create a password policy

 Consider Two-Factor authentication options
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 Employees are your last line of defense

 Make sure they understand the risks

 Create an AUP and enforce it
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 Create knowledgeable email users
◦ If it looks suspicious, it is.  Delete it.

◦ Spelling and grammatical errors are red flags

◦ Hover over links to see unfamiliar web links

 Think before you click!

 Consider phishing simulation emails
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 At rest vs. in transit (motion)

 Email

 BitLocker – Windows 10
◦ O/S drive

◦ USB drives

 Backup encryption
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 Evaluate data that leaves the network
◦ Mobile data (USB, laptops)

◦ Backup data

◦ Email

 Utilize Windows built-in encryption 
(BitLocker)

 Utilize backup encryption
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 Determine need

 Easy to attack

 Guest wireless vs. internal wireless
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 NO open networks – even guest

 Utilize current encryption
◦ Use WPA2 with AES

 TKIP is outdated

◦ No WEP
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 Average data breach costs $225/record*
◦ Healthcare - $380/record

 Speed of containment is key
◦ Have a plan

*Study conducted by Ponemon Institute and sponsored by IBM Security
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 Talk to your insurance agent
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 Email: dbell@cybersolutions-web.com

mailto:dbell@cybersolutions-web.com
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